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DISCLAIMER

Copyright © 2015 Expresscommerce (http://expresscommerce.co). All rights reserved.
You are welcome to print a copy of this document for your personal use. Other than
that, no part of this publication may be reproduced, stored, or transmitted in any form
or by any means, electronic, mechanical, photocopying, recording, scanning, or
otherwise, except as permitted under Section 107 or 108 of the 1976 United States
Copyright Act, without the prior written permission of the author.
Limitation of liability/disclaimer of warranty: While the publisher and author have used
their best efforts in preparing this guide, they make no representations or warranties
with respect to the accuracy or completeness of the contents of this document and
specifically disclaim any implied warranties of merchantability or fitness for
particular purpose. No warranty may be created or extended by sales representatives,
promoters, or written sales materials.
The advice and strategies contained herein may not be suitable for your situation. You
should consult with a professional where appropriate. Neither the publisher nor author
shall be liable for any loss of profit or any other commercial damages, including but not
limited to special, incidental, consequential, or other damages.
Due to the dynamic nature of the Internet, certain links and website information
contained in this publication may have changed. The author and publisher make no
representations to the current accuracy of the web information shared.
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WELCOME!

Dear eCommerce Rockstar,
After launching over 200 websites at Expresscommerce we’ve narrowed our
focus to what we do best: eCommerce. There are many eCommerce
platforms available, but as you may already know one of the most robust
and powerful is Magento.
We've created a handy, informative guide for merchants just like you who
run an eCommerce business. If your site runs on Magento, the "10 Things
Your Magento Team Must Maintain" guide is a must read and contains
essential information to review with your development team.
If you aren't already implementing the tips we have outlined, we're
confident they will take your already successful eCommerce business to the
next level.
Enjoy!
The Expresscommerce Team
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Keeping Your Magento Install Clean
eCommerce sites are living, breathing entities. Depending on your
site traffic, there may be tens and thousands of daily transactions
in terms of site visits and purchases alone. A few things your team
should be keeping in check are:
Error log checking is of the utmost importance. Errors on the site can occur for
a variety of reasons. They shouldn’t go unnoticed as there may be a larger
issue lurking beneath.
Your team should be on top of log rotation. Processes should be in place to
archive and purge the server and database logs. Extraneous items can eat up
quite a bit of disk space and may impact performance.
Clearing out images that are no longer being used.
Monitor exceptions that are logged, whether by checking exception.log
manually, or setting up a notification for exceptions (email or otherwise).
Review 404 error logs and set up redirects to prevent excessive 404's.
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Database Management
and Administration
Databases are vital to your eCommerce site and they should be
optimally managed. Some things for your team to consider:
Backups are essential. If you have managed hosting (highly recommended),
then you will likely be doing incremental daily and full weekly backups. If
this is not part of your process yet, ensure that your team has appropriate
scripts in place to run periodic backups. Ideally, backups should be stored on
a separate server and/or at a remote location.
Schedule backups during off-peak hours and ensure they're running!
Test your backups. Schedule fire-drills with your team to ensure the
robustness of your backup plans.
Keep 3rd party application databases separate (e.g. Wordpress) and don’t
use the same database or database user.
Set up a reindexing cron job on a nightly basis for a cleaner database and
better performance.
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Keeping Up to Date with
Magento Updates
From time to time, Magento releases patches and updates and your
team should keep abreast of them. This is especially true for
security patches, as they are time sensitive and should be applied
promptly to reduce vulnerabilities.

Things to Consider Before Updating
Have you backed up your Magento site? Always backup before updating!
Run the update on a local or test environment before committing changes to
the live site.
Your team should use version control software such as Subversion or
TortoiseSVN to ensure previous site versions are available to revert to in the
event issues arise.
Database changes should be made on a copy to ensure you have a working
database in case any issues arise.
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Extension and Module Updates
Extensions by your in-house team as well as purchased by thirdparty providers must be maintained with their latest stable release.
Extension providers mostly provide support over chat, email or
knowledge management sites. Your team needs to be proactive
about handling extension updates. Please note that before
performing updates to any extension, you should conduct a small
risk-assessment. These notes may help:
Assess how a targeted extension complements the core Magento architecture.
What level of customization does this extension offer your Magento instance?
Analyze the level of conflict with other extensions once you run a provided
patch by the third-party vendor or your developers’ improved version.
Perform all updates and modifications to extensions by following the best
practices of the Magento Overriding Custom Module or Extension
Development Guideline.
Never forget to use your development instance for this task first. An example
case may be: A leading fraud prevention extension got updated over the
development instance and it went well as it had limited commerce elements
utility. However, when it was pushed to the live instance, it was a disaster
with orders, shipments and payments which are the core components of the
live store site. Please be careful in assessing all of the associated areas before
you go live.
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Ensure Your Staging Site is Up to Date
Bring production snapshots down to staging/development boxes
periodically. It's an eternal sin to work directly on the production
site. This includes code changes or website updates via Magento
Admin and especially updates related to products and promotions.
You should have a robust staging version of the website that
matches production as closely as possible in terms of code and
database. Do you want to a build new promotion code, update
product content, configure new payment or shipping method? First
try it on staging to test it out and then ideally apply the same on
production during off hours.
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Load Testing and Site Performance
Inject artificial traffic to cart, checkout and any particular product
detail page to check the robustness of the site. LoadRunner and
Siege are good tools to use and you can use security risk audits
provided by authorized companies like Norton or Symantec.
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24/7 Site Monitoring
Site monitoring tools are applied and proactively used to identify
existing and potential issues. Site monitoring is important to ensure
that you do indeed have a 24/7 eCommerce site. Some advanced site
monitoring tools like New Relic, Ruxit, etc. will provide you with a
full stack monitoring of your application and server. Some things to
look for in eCommerce application monitoring are key transactions,
code segments and sql statements.
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Have a Release Deployment Process
Your team should have a robust process to handle routine site
deployments that may include maintenance items, new feature
requests or hot fixes. At the minimum, there should be some sort of
code version control process (e.g. SVN/GIT), through which releases
can be deployed.
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Ensure Site Security
Verify your SSL is up to date and ensure you are well coordinated with your
hosting company.
Run scheduled patches provided by your hosting company.
Keep .htaccess file and ssh access confidential along with periodic changes to
respective admin and other roles’ passwords.
Make sure firewall policies are periodically defined and in place.
Run periodic site audits. Every 6 months is ideal to see possible vulnerability
threats, performance lags, functionality and design impacts, etc.
Install all Magento-provided security patches.
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Put a Face to a Name
You shouldn’t have to deal with your support team via just a
ticketing system. Make sure that you have a live contact who you
can reach out to in emergency situations. If you have outsourced
your maintenance, make sure there is an account or project
manager who understands your business and can feel your pains.
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WHAT'S NEXT?

You made it to the end! We hope you enjoyed the guide and are confident it
will provide value to your eCommerce business and your Magento team.
Now that you've read the guide, you may be wondering how to
immediately put this knowledge into action.
The holiday season is right around the corner. If you're questioning if your
Magento site is ready for the traffic rush, we may be able to help you!
For a limited time, Expresscommerce is here to perform a thorough,
complimentary assessment of your Magento site (a $1,500 value).
Our assessment can quickly determine what you're doing right and
highlight areas of improvement.
What are you waiting for? Make this holiday sales season blow the others
out of the water! To schedule your assessment, please contact Roy Jones
at sales@expresscommerce.co.

expresscommerce.co

